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Disclaimer 

The presented study is in order to carried out Ethical Hacking

Some tools presented in this slide maybe Unlawful in some 
country 

Locale legislation must be apply
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Problematic and Objective

Context

¶ As many pentester, we had some small WebShellsάtItΣ WŀǾŀΣ !{tέ  ǉǳƛŎƪƭȅ 
developed  in order to control and  escalate his privileges on compromised server 
during penetration testing

¶ Lots of public Webshellare detected and blocked by some security product so 
unusable in the real life. 

Develop an intrusion Webshelltoolkit

¶ Standardized and centralized Webshells

¶ Add obfuscation features and tried to bypass IPS/WAF signatures

Followed Steps: 

¶ State of existing Webshellsand their specificities related to the different platforms

¶ Study of obfuscation methodologies on Web languages (PHP,ASP and Java)

¶ Define a master Webshellwith his primary modules , features needed (needful) and 
interesting features (nice to have)

¶ Development of master

¶ Development modules for each Web languages 
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Web server types

Web server market by Netcraft
Web servermarket by W3Tech, 

February 2011

Environment study
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OS typeson the web servers

Operating system sharefor SSL sites, 

to January 2009, Netcraft

Operating system sharefor Apache 

serveurs, Security Space

Environment study
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Programmation languagesharefor web servers

Programmation languageuseon the web 

servers, to February 2011, by W3Techs

Environment study
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Most usedenvironements

¶ Apache+PHP; IIS +ASP.NET; Tomcat, Weblogic+Java

Pentester'sfeedback

¶ Java dominance(often used for internal application of big 
companies)

Priorities identified

¶ Apache + PHP

¶ Tomcat, Weblogic+Java

¶ IIS + ASP.NET 

Environment study
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Most famous WebShells: 
C99 Shell

FaTaLisTiCz

Most interesting WebShells(Ethical Hacking point of view) : 
PHP

C99 Shell

FaTaLisTiCz

NFM

R57

Iron Shell

PHPJackal

Antivirus detection tests: 
¶ McAfee 

¶ Kaspersky

¶ VirusTotal

WebShellsurvey

Java

JspWebshell

JspSpy

ASP

Zehir4

ASP Spyder
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File Manager, "user-friendly" interface

File upload/download

File Editor

Command executioncmd

Information on open ports

Encoding/decodingin base64, dec2hex, URL, hash : md5, sha1, crypt, crc32

Actif processcontrol

Bindingport connection

Security information  (safemode on/off, open databases)

FTP Client

Advanced SQL Manager, like phpMyAdmin

PHP code evaluation

Antivirus detection: 

¶ Kaspersky: Backdoor.PHP.WebShell.bb

¶ McAfee : BackDoor-DNF

¶ VirusTotal:  23/43

WebShellsurvey: C99 Shell



© DEVOTEAM 2010 - page 15

WebShellsurvey: C99 Shell
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System information

File Manager "user-friendly"

File upload/download.

Searchof folderswith writing rights

File editor

Command executioncmd

Encoding/decodingbase64, dec2hex, URL; 
hachage: md5, sha1,crypt, crc32

Actif processcontrol

AdvancedSQL Manager, like phpMyAdmin. 
Possibleto view open SQL connectionsandSQL 
serverenvironementvariables 

Code PHP evaluation

Mail sending

Update from authorsiteandfeedback

Antivirus Detection
¶ Kaspersky: Trojan-Downloader.PHP.Small.i

¶ McAfee: is not detected

¶ VirusTotal:  8/ 43

WebShellsurvey: FaTaLisTiCz_Fx29 Shell


