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The Boring part )

I Elena Kropochkinalend.]kropochkingat]jgmail.Jcom

1 Elena Kropochkina begins her professional career in Devoteam Audit
Security team. She was graduatedtxolePolytechniqueand Telecom
ParisTecliFrance) witha M.S. in Computéscience, by Novosibirsk State
University (Russia) with B.S. in Mathemat®ise is specialized in IT
Security.

I Joffrey Czarnyoffrey|.]czarnyat]devoteanj.Jcom

1 Joffrey Czarny, working for Devoteam Security. Since 2001, Joffrey is a
pentester, he has released advisories on VolP Cisco products and spoki
various securityfocused conferences (Wireless ConferencinédsecParis
and Wireless Workshop at Hack.lu 2005, VolP at Hack.lu 2007/2008 an
ITunderground®008/2009). On his site, www.insomnihack.net, he
maintains theElsenottINP 2 SO0 O ad KOG UG LIKKAY azyYy
posts video tutorials and tools on several security aspects.
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The presented study is in order to carried out Ethical Hacking

Some tools presented in this slide maybe Unlawful in some
country

Locale legislation must be apply
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Problematic & Objective

State of Art

w Environment study
wWebShell survey
w Obfuscation and protection tools

Conception

Prootof-concept

w Pieces of code
w Demonstration

Conclusion & perspectives
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Problematic and Objectlve

m Context

s As manypentester we had some smalWebShellsad t | t = WI @F = I {t €
developed in order to control and escalate his privileges on compromised server
during penetration testing

s Lots of publidVebshellare detected and blocked by some security product so
unusable in the real life.

m Develop an intrusiorWWebshelltoolkit
s Standardized and centralizatlebshells
s Add obfuscation features and tried to bypass IPS/WAF signatures
m Followed Steps:
g State of existingVebshellsand their specificities related to the different platforms
s Study of obfuscation methodologies on Web languages (PHP,ASP and Java)

¢ Define a masteWebshellwith his primary modules , features needed (needful) and
interesting features (nice to have)

s Development of master
s Development modules for each Web languages
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Environment study

m Web servertypes

Web servermarket by Netcraft
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Web server market by W3Tech,

February 2011

— Apache
— Wicrasoft Tomcat 0,60% 0IBM Servers o'm 8 Yahoo Trafic

Sun / Servers 0,20%
= hgikx B Lighttpd 0,60% :

3 ighttpd  Sun Servers 0,20%

— Google mGoogle Servers O0racle Servers
— HESH 0,10% 0,10%

Lighttpd aLite Speed 1,00% 0 Autres 0,50%
Ll 111,18

8 Microsoft I1S 19,90%

Y Lahpache s99%
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Environment study

m OStypesonthe webservers
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Operating systemsharefor SSL sites,  Operating systemsharefor Apache
to January 2009,Netcraft serveurs, SecuritySpac

e
© DEVOTEAM 2010 - page 9 ﬂEunl.Eﬂm



w Envwonment study

» Programmation Ianguagesharefor Web servers

Programmation languageuseon the web
servers to February 2011,by W3Techs

® Perl 1,10% -, @ Ruby 0,50%

0O Cold Fusion 1,30%
0O Java 3,80%

@ PHP
mASP.NET
OJava

0O Cold Fusion
m Perl

@ Ruby

M Python

B ASP.NET 23,30%
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Envwonment study

m Most usedenvwonements
v Apache+PHPIIS +ASP.NET;Tomcat Weblogic+Java

m Pentester'sfeedback

v Javadominancgoften used for internal application of big
companiep

m Priorities identified
v Apache + PHP
¢ Tomcat Weblogic+Java
v 1S + ASP.NET
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» Most famousWebShells
= C99 Shell
m FaTaLisTiCz

= Most interesting WebShells(Ethical Hacking point of view) :

= PHP m Java
= C99 Shell
- FaTaLisTiCz )
= NFM )
= R57
= Iron Shell = ASP
= PHPJackal :

2 Antivirus detection tests:

¢ McAfee

g Kaspersky

¢ VirusTotal

JspWebshell
JspSpy

Zehir4
ASPSpyder
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WebSheIIsurvey C99 SheII

File Manager, "useiriendly” interface

File uploaddownload

File Editor

Commandexecutioncmd

Information on open ports

Encodindgdecodingn base64, dec2hex, URL, hash : md5, skeat, crc32
Actif processontrol

Binding portconnection

Security information gafemode on/off, opedatabas@s
FTP Client

Advanced SQL Managerike phpMyAdmin

PHP codesvaluation

® Antivirus detection
s Kaspersky. Backdoor.PHP.WebShell.bb
s McAfee :BackDoorDNF
¢ VirusTotal: 23/43
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WebShellsurvey: C99 Shell

!C99Shell v. 1.0 beta (21.05.2005)!

Software: Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 OpenSSL/0.9.8] mod_autoindex_color PHP/5.3.1 mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.10.1
uname -a: Windows NT SHIFTPRO-TOSH 6.1 build 7600 ((null)) i586

C: \xampp\htdocs\ testShell |
Free 05.47 GB of 140.01 GB (64.07%)
Detected drives: [a [[c][d][=]

ﬁ " - L. ﬁ N ‘ Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback Self remove Logout

Listing directory (3 files and 1 directories):
Size Modify
LIMK 30,09.2010 14:53:20
LINK 29.09.2010 18:01:04
DIR 29.09.2010 13:46:03
AST.php 86.7 KB 29.09.2010 17:48:38
C9%.php 146,71 KB 30,09.2010 14:37:43
C9%test.php 146.69 KB 30,09.2010 14:40:47

[ With selected: EH Confim |

11 Command execute i1

|| Exequte i_” Execute

:: Search :: :: Upload ::

[ By I - [

1z Make Dir :: :: Make File ::
|Ciommpphtdocsitestshell [cioamppihtdocsipestshell =

12 Go Dir = 12 Go File =z

[CoampphtdocsitestShell [ChampplhtdacsltestShelll [& |
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WebShellsurvey:.F

=

Systeminformation

File Manager tserfriendly”

File uploaddownload

Searclof folderswith writing rights
File editor
Commandexecutioncmd

Encodingdecodingoase64, dec2hex, URL;
hachage md5, shal,crypt, crc32

Actif proceszontrol

AdvancedSQL Managerlike phpMyAdmin
Possibleo view open SQLconnectionandSQL
serverenvironemenvariables

Code PHRevaluation
Mail sending
Updatefrom authorsiteandfeedback

Antivirus Detection
s Kaspersky Trojan-Downloader.PHP.Small.i
s McAfee: isnotdetected
s VirusTotal: 8/ 43
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